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The Grouper Chronicles Part 2
Legacy System Challenges at UVA



“To achieve great things, 
two things are needed; 

a plan, and not quite 
enough time.”

- Leonard Bernstein



    Flashback:

Lessons Learned about Retiring UVA “MyGroups”

– Grouper went “live” in November ’23 

• ONLY for new groups

– What do we do with these MyGroups?
• “Refactoring”



New Service Growing Pains

– Running two services led to a lot of user confusion.
• MyGroups behaved differently than Grouper, seen as “simpler” and “easier”

• Grouper lacked “owner” concept

– Grouper “Business” Service needed work.
• ServiceNow-based intake process was completely overhauled before we took over 

MyGroups

– “Operational” vs “Project” work constraints posed a challenge.



Legacy System: MyGroups

– Dates to ca. 2006
• LDAP reset in 2018

– After initial cleanup still 
> 15,000 groups

– Lack of governance = 
massive mess!

Active Directory

Private LDAP



MyGroups Analysis

– Imported group objects from AD and LDAP into ElasticSearch

– MyGroup vs. LDAP only groups vs. AD managed groups

Populations Match!
(Bring into Grouper)

9,3293,945

2,424
These are in weird places in AD!

(Don’t Bring into Grouper)

Huh?



“Ancient” (pre-2018) Groups

– Were able to isolate out various populations that 
we determined shouldn’t come into Grouper

Active Directory Admin
a.k.a. A real, live human being.

MyGroups Service Account

Old AD Service Account

If a group hasn’t been updated 
since 2018 by the MyGroups 
Service Account, we can still 
import into Grouper, but we hide 
it and disable any provisioning 
until someone reaches out!



Grouper Groups: 1,223
(all created since 11/2023)

MyGroups: 7,331

“Other” OUs in AD: 1,201

Non-provisioned: 7,037

About 1k groups have just 
been deleted outright.





Lessons Learned + Moving Forward

– We lacked adequate transparency with users early in the project.
• Retiring a service is absolutely terrifying!

– Over-reliance on vendors is bad!
• Internal data analysis is best done by internal teams.

– Breaking down silos!
• Once internal groups (“IAM” + “AD” + “LDAP” teams) started working together… magic 

happened!
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ElasticSearch was Invaluable

– Engineering Insights
• Provisioners for Non-

MyGroups OUs in AD

• Prioritizing work on 
different “buckets”

• What groups can we just 
outright delete now?



ElasticSearch was Invaluable

– Customer Service
• One stop shop for 

answering questions 
about a group…

• “Why can’t I see my 
MyGroup in Grouper?!”

– IAM Operations team can 
look it up without asking 
IAM Engineering Team
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Questions?                                            Discussion?

Kellen Murphy – kellen.murphy@virginia.edu

Bruce Timberlake – brucetim@umich.edu
Gail Lift – ghl@umich.edu
Liam Hoekenga – liamr@umich.edu
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