
1

Data in Practice: Understanding the 
Role of Data in IAM
Chris Bongaarts, IAM Architect | University of Minnesota
Kellen Murphy, Identity Architect | University of Virginia

Date: June 5, 2025



2

Agenda

• Common Data Sources

• How IAM Systems use Data

• Problems from Incomplete Data

• Problems from Overcomplete Data

• Data Flow

• Data-based Decision Making



3

Context reminder: The big picture
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Also this one...
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Common Data Sources

• Systems of Record
• Student Information System

• Registration (courses, terms, majors), Admissions
• Human Resources
• Alumni Association/Foundation
• Other colleges/departments
• IAM system 

• "guest" accounts, functional accounts, “sponsored” accounts, etc.
• Social Identity Providers

• “Identity First”
• IAM is the SOR for Identity Data
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How IAM Systems use Data

• Identity Lifecycle
• Attributes – Data about YOU.

• … from a System of Record
• cn, sn, givenName
• University ID

• … from the Identity System.
• pwdLastReset

• Roles – Group of individuals with a similar set of attributes.
• faculty
• staff
• student
• etc.

• Entitlements – Privileges you get…
• Because of your role…
• Because you asked for them / need them…
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Examples: Data @ UMN

<- Attributes

Person types 
("roles") ->

Person type 
entitlement 
matrix   -v
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Examples: Data @ UVA
• Attributes (~100 values)

• Roles (20 values)
• student / faculty / staff

• applicant / pre-

• former / alumni

• UVA vs College at Wise

• Health System

• Entitlements (1445… and counting)
• Set various parameters in various systems, e.g. when does a particular attribute get 

set to ‘true’ 
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Problems from Incomplete Data

• An IAM system is only as good as the data it receives.
Good Data Bad Data

● The minimally required accounts are issued.

● Those accounts are only granted the privileges they 
need.

● Compliance: reports are accurate and complete.

● Users are issued duplicate, inaccurate, or missing 
accounts as a result of mismatched or incomplete data.

● Users given excessive or fewer privileges than they 
should have.

● Disparities in identity records contributing to regulatory 
infractions.

Unauthorized 
Access

Integration
Headaches

Distrust 
From Users

Service
Delays

Audit
Points
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Examples: Incomplete Data @ UVA

559,211
Users

89,870
Users

1,505,768
Users

“EServices AD” “Private LDAP”

On-Prem 
IGA Platform

● Systems of Record
○ Workday HCM (UVA)

○ PeopleSoft SIS (UVA)

○ Jenzabar SIS (Wise)

○ Oracle HCM (UVA Community Health)
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Examples: Incomplete Data @ UVA

559,211
Users

89,870
Users

1,505,768
Users

“EServices AD” “Private LDAP”

On-Prem 
IGA Platform

● Systems of Record
○ Workday HCM (UVA)

○ PeopleSoft SIS (UVA)

○ Jenzabar SIS (Wise)

○ Oracle HCM (UVA Community Health)

Many users in a state inconsistent 
with their current role in IGA… need 

to “replay” users in batches regularly.

Not all of the users that really need 
to be in the directory are there… 
e.g. big issues for Entra ID SSO

PROBLEM

Data mismatches regularly occur.

We *don’t* update users outside of 
SORs, even though SOR data is 

wrong / incomplete by policy.

Upstream issues are regularly 
“blamed” on IGA despite not 
originating in Fischer IGA.

PROBLEM

PROBLEM
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Problems from Overcomplete Data

- Consider your "Total Cost of (Data) Ownership"
- Acquiring the data (and maintenance of that process)
- Storing the data safely
- Risks of inadvertent disclosure (breach notification)
- Data you have may be legally discoverable

- Mitigation Strategy: Minimization
- Only ask for/store what you NEED
- Eliminate what you don't (e.g. SSN abatement)
- "Shift left" where you can (SOR handling identity match/merge/split)

- Just-in-time vs. Just-in-case
- Tradeoff:  Data maintenance vs. resiliency
- Use "caching" sparingly where engineeringly appropriate



13

Examples: Overcomplete Data @ UMN

• Long history of IAM (1992)
• Acquired data in a very different environment (mainframe, separate HR vs SIS)
• Today: Peoplesoft (shared person data), higher security awareness
• IAM was data broker of choice for a long time

• Now trying to get out of that business

• Old IAM system retirement
• Rebuilt feeds with new data sources
• Not all data available there
• Derived data not necessarily easy to replicate (transforms in and out; population)
• Example: library privileges depending on data (campus) for retired staff no longer in HR
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Data Flow

● Upstream vs downstream flow
○ IAM is usually in the "middle"

○ Some data may flow back to systems of record (e.g. centrally assigned email address)
■ But beware of data "cycles"

○ IAM often provisions major applications (email, directories)

○ IAM may be a place to add data that source systems don't support
■ Preferred name, pronouns

■ ORCID iD

○ Track who you give data to, what you give them, and WHY
■ Ideally this would be part of a more general Data Governance program

https://orcid.org/
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Data Flow

● Incorrect data should be fixed at the source
○ Saves effort of correcting in many places

○ Saves effort of recorrecting in many places when source data is reapplied

○ It is worth building strong relationships with upstream data owners/custodians to 

facilitate this

● Engineer for peak data change (know your business cycles!)
○ Beginning, end of term ("future student" -> "current student" -> "recent student")

○ HR annual contract renewals (lots of notifications but not to data IAM needs)
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Data-based Decision Making

• Identity data is natural for segmentation analysis: who is using what and how.

• Centralized identity data stores can unify information from across a decentralized organization – 

data is more holistic, leaders will make better decisions.

• Identity-driven data is ideal for dashboards to allow for rapid decision making and analysis:
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Log Data
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Thank you!


